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Data Aggregation
• Brokers collect large amounts of data on
citizens, through scribes at court house public
records, or by purchasing data from affiliates
(partners).
• Collection is not transparent, most citizens are
unaware that the data is being collected on
them.
• FTC found that broker relationships are
complex, often selling or exchanging data
with other brokers.
• Often, brokers develop their own scoring
algorithms that just provide a “score” to the
service consumer, based on proprietary
analytics.

“Of the nine data brokers, one
data broker’s database has
information on 1.4 billion
consumer transactions and over
700 billion aggregated data
elements; another data broker’s
database covers one trillion
dollars in consumer
transactions; and yet another
data broker adds three billion
new records each month to its
databases.”
FTC Report “Data Brokers: A Call for
Transparency and Accountability”

It is estimated there is more than 1.7 mb of data collected on every individual on the planet – every second.

Who Collects/Sells Your Data?
• When surveyed, companies state that your data is their
most valuable asset!
• Banks and credit card companies
• Hospitals
• Federal and State agencies provide data
• Retail store owners who sell sales records
• Smart TVs, phones, and watches
• Utility companies
• Warranty Registrations
• Location data with Fitbits and other devices
• Barbies (Hello Barbie)
• Tik Tok!!!!
• Your clothes (formerly “spychips”, now inventory tags)
• RFID Chips in people?

Flat Orb advertises that it
tracks your product AND
your staff

Problem with Opt-Out to Data Sharing

You Get What You Pay For
“All users of email must necessarily expect that their emails will be subject
to automated processing. Just as a sender of a letter to a business
colleague cannot be surprised that the recipient’s assistant opens the letter,
people who use web-based email today cannot be surprised if their emails
are processed by the recipient’s [email provider] in the course of delivery.
Indeed, “a person has no legitimate expectation of privacy in information
he voluntarily turns over to third parties.”
Google Court Filing August 2013 - Mick, Jason, 2013. “Google: Yes, we
“Read” Your Gmail”
• Feeling glad that you aren’t one of the 425 million Gmail
users? Don’t be – have you sent an email to a Gmail user?
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• Facebook’s Terms of Use specifies that, while you “own” all content
and information you post, you grant them a nonexclusive,
transferable, sub-licensable, worldwide license to use all IP content
that you post on or in connection with Facebook.
• U.S. courts have confirmed that if the data is voluntarily shared with
another then it can be posted publicly.
• Even privatized information on Facebook is collected and sold by
Facebook to their business partners and to Federal Agencies

Government as a Consumer of Aggregated Data
• Used for direct marketing, marketing analytics, identify verification, fraud
detection, people search. Specific examples include:
• Used for criminal investigations or who may commit a crime (threats on social
media)
• Security clearances
• Identity authentication
• Employment considerations

• Predictive analytics:

• Fraud predictions: scoring individuals based on public and private databases and
social media, based on their “risk for fraud”, negatively impacting nursing home
residents waiting for Social Security, Medicaid, Children’s Health Insurance Programs,
Supplemental Nutrition Assistance programs, and other Federal or State government
benefits.

Data Aggregation’s Impact on Citizens
• Impose marketplace disparities on gender
and POC (Consumer Federation of
America) as they “categorize” by gender,
ethnicity, and income levels
• Impose auto insurance surcharges on
blue-collar workers and those without
college degrees (Consumer Reports)
• Impose higher health insurance rates if
social media isn’t consistent with desired
lifestyle
• Impact ability to rent an apartment
• Impact employability

Consumer Federation of America at https://consumerfed.org

Conduit to Identity Theft if Not
Secured?
• At stake is a data aggregation industry worth half a billion dollars.
• Collected data is used to calculate FICO scores and insurance rates,
as well as form security questions for authenticating individuals to
sensitive applications (financial services) include:
• Favorite teacher?
• SSN
• DOB
• Name of first pet?
• Who holds your mortgage?
• For how much did you finance your car?
• Square footage of your house?
• Mothers maiden name
• Service providers (Acxiom, Corelogic, ID Analytics, Equifax,
LexisNexus, Experian, Pondera, etc.) provide KBA services to all
businesses, state, and federal agencies, including to VitalCheck for
Birth Certs (“Breeder Docs”)
*Identity attributes in red are those that were lost in the Equifax breach

The Problem with Aggregation
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Recommendations
• Legislation must allow for transparency so that the consumer can identify who is
collecting and sharing data, and for what purpose the information is shared.
• Congress needs to enact legislation to prevent Federal agencies from
circumventing the Privacy Act by procuring broker services by establishing SORNs
and PIAs for these services as they do for data they collect.
• Remove VCDPA exemptions for businesses who are not “selling” data, but “only”
exchanging data with affiliates.
• Remove VCDPA exemptions for financial institutions and healthcare entities
• If a Federal Privacy Bill is enacted, it should be modelled on EU Opt-In policies,
vice Opt-Out policies.
• Services, such as insurance or fraud services, that use broker data for risk
mitigation, need to specify this clearly on their sites.
• Establish minimum security standards

